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Vehicle Identification Link (VIL) Key Encoding, Accountability, and Control

1. General.

1.1.  The following interim policy was coordinated with /approved by the Military Service Control Points (SCP) and is issued pending inclusion to DoD 4140.25-M.  This interim policy is applicable to all DESC capitalized Stock Points and Defense Fuel Supply Points (DFSPs) that have an automated fuel service station (AFSS) and/or mobile dispensing units equipped with mobile automated fuel service station (MAFSS) equipment.  

1.2.   Vehicle Identification Link (VIL) keys encoded with appropriate vehicle information, fuel product, billing information, and vehicle/equipment/tank identification numbers are used to activate AFSS facilities and MAFSS for fuel service to DESC authorized customers.  The VIL key is inserted into the FuelMaster( Unit (FMU) VIL reader to actuate the dispensing system and record both vehicle and customer billing information to the sale transaction.  Sale transaction data is downloaded to the Fuels Control Center (FCC) and forwarded to the Fuels Automated System (FAS) Fuels Enterprise Server (FES).  

Note:  Trouble calls or VIL key replacement/order information shall be directed to the DESC Help Desk (1-800-446-4950/DSN 697-6733) or helpdesk@desc.dla.mil. 

1.3.   VIL keys are not authorized for rental vehicles used during temporary duty (TDY) assignments, regardless if rental vehicle use is authorized on TDY orders.  Rental vehicle fuel purchases may be made at the base/post exchange service station or at an off-station commercial facility.  

1.4.  VIL keys are authorized for commercial vehicles leased by a base/installation for temporary vehicle fleet augmentation or to support special events.  The VIL keys will be encoded with line-of-accounting data for the base/installation organization leasing the vehicles and shall be strictly controlled to prevent misuse.  

1.5.   VIL keys are authorized for temporary issue to DESC authorized foreign government agency customers that use commercial rental vehicles or US government vehicles during US military installation visits.  The VIL keys shall be encoded with the foreign government agency customer complete financial data.  

1.5.1. All VIL keys issued to support temporary foreign government agency operations shall be encoded with an expiration date.

1.6.  A complete listing of vehicles, as well as complete/accurate customer billing information shall be prepared by the customer organization that requests issue of VIL keys.  The listing shall also provide grade of fuel; type, model, year, and license plate number of each vehicle (vehicle registration number if a government vehicle).  The signed VIL key request letter acknowledges and accepts full responsibility for bill payment of Electronic Point of Sale (E-POS) fuel purchases at AFSS locations.  

Note:   Appendix 3 provides an example of a VIL Key Request letter.

2. VIL Key Encoding: 

2.1. VIL keys are encoded using the encoder hardware and FuelMaster( software that can be downloaded to any government computer (PC).  The FuelMaster( software records data on the VIL key as well as the VIL database on the PC hard drive.   VIL keys shall be accurately encoded to ensure complete point of sale transaction data capture and billing to the appropriate customer.  Specific procedures for VIL key encoding may vary based upon the AFSS and FuelMaster( software version installed at the installation and, therefore, requires reference to the appropriate version user guide.  Appendix 1 provides detailed DoD FuelMaster( instructions for the Advanced Enhanced (AE) software version.  The following are minimum data elements that shall be encoded to VIL keys: 

2.1.1.   Vehicle Registration Number:  Enter up to eight alphanumeric characters that represent the unique vehicle/equipment registration number for DoD Vehicles.  The vehicle license plate number must be encoded in the vehicle identification field for all rental vehicles.  Encoding of “Rental” in this field is strictly prohibited to ensure proper customer validation of fuel purchases and prevent unnecessary billing challenges.   The license plate/tag number shall be entered for General Services Administration (GSA) leased vehicles and Federal Civil agency vehicles.  Base/installation fuels personnel shall immediately lock out any GSA or Federal Civil VIL key that fails to have this field populated with the license plate or tag number.
2.1.2. Grade of Fuel Product:  Super grade codes, such as DFX for all diesel grades or MGX for all gasoline grades, may be used.

2.1.3. Customer DoDAAC, Fund Code, Signal Code, and Use Code.   Signal code B, C, J, K or L shall be used if the customer DoDAAC is different than the payment office DoDAAC; otherwise signal code A shall be used.  

Note:  Refer to DoD 4000.25-7-M, Appendix A12, for applicable Signal Code applications.
2.1.4. Customer Supplemental Billing DoDAAC.  This field shall be used when the payment office DoDAAC is different than the customer DoDAAC (Signal Code B, C, J, K or L are used) and must be a valid DoDAAC.  

Note:  The supplemental DoDAAC field may also be used to indicate Job Order Number (JONO), Job Order Program Control Number (JOPCN), or Reference Number if applicable.  Signal code A must be used if a JONO, JOPCN, or Reference Number is used.   

2.1.5. Sub-Account Information:  The Organization (ORG) Code is used for Air Force and the Account Processing Code (APC), JONO, JOPCN or Reference Number (see 2.1.4) is used for Army.  Although the Navy does not use this field, the sub-account field may be used to encode the work center (first part of the job order number).

3. Re-encoding of VIL Keys: 

3.1. VIL keys must be re-encoded when vehicle ownership changes or when billing /line-of-accounting data changes.  The organizational activity that transfers and/or loses vehicle control to another organization is responsible to ensure VIL keys are re-encoded to prevent invalid billing. 

3.2.   Options for re-encoding of VIL keys include:

3.2.1. VIL keys can be manually re-encoded using the VIL encoder hardware connected to a PC with FuelMaster( installed.  

3.2.2. VIL keys can also be re-encoded with customer line-of-accounting data (APC/JONO/JOPCN/Reference Number, signal code, fund code, use code, sub-account information) by selecting VIR ProKee Encoding from the Operations drop down menu on the FuelMaster( main menu bar.  When re-encoding parameters are set for each VIL key or set of VIL keys, the rules are sent to the VIR(s) by checking the Rules checkbox at the download window.  The VIR recognizes applicable VIL keys when they are inserted at the FMU VIL reader and overwrite those data with the line-of-accounting data programmed to the VIR.  This option eliminates the requirement to recall VIL keys for manual re-encoding.  

4. VIL Accountability and Control:  Resource Managers are responsible to establish local Management Control Program procedures to ensure disciplined accountability and control of encoded VIL keys.  This Management Control responsibility normally resides with vehicles owners, Vehicle Control Officers (VCO), and/or Property Book Officers (PBO).  
4.1. Activities responsible to encode VIL keys (normally the fuels management activity) shall be promptly notified whenever a VIL key is lost, stolen, or an invalid VIL key is detected.   

4.2.  VIL keys reported as lost, stolen, or encoded with invalid data shall be locked out to prevent unauthorized use or invalid billing of fuel sale transactions.   VIL key lock out is accomplished with the FuelMaster( software.  Refer to Appendix 2 for instructions specific to the DODFM Advanced Enhanced version.

4.3.  VIL keys can be locked out individually, by DoDAAC (all VIL keys with a specified customer DoDAAC) or by sub-account information (all VIL keys with a specified ORG code or APC, etc.).

4.4.   Military installation resource managers are responsible to ensure lockout procedures governing suspected lost, stolen, unauthorized, or invalid VIL keys are incorporated into local resource management control programs to minimize theft or fraudulent fuel purchases.  The DESC Help Desk may be contacted for VIL key lockout assistance.

4.5.   Posting a customer service notice at the Automated Fuel Service Station (AFSS) with point of contact information to re-encode locked out VIL keys is recommended.  The notice should provide the activity name and phone number responsible to encode VIL keys.

Approved:

///////Signed///////

MICHAEL D. BRODERICK

Director, Change Management

Defense Energy Support Center

3 Appendixes:

Appendix 1, DoDFM Advanced Enhanced, Automated Fuels Service Station VIL Encoding  

Appendix 2, DoDFM Advanced Enhanced, Automated Fuels Service Station User Guide

Appendix 3, Authorized Customer VIL Key Request Format
Appendix 1.  DoDFM Advanced Enhanced, Automated Fuels Service Station VIL Encoding  

Appendix 2:  DoDFM Advanced Enhanced, Automated Fuels Service Station User Guide
Appendixes 1 and 2 are approved for posting to the DESC Restricted Web Page only.  The above references to these documents will be set us as hyperlinks to documents maintained on the web page.

Appendix 3, Authorized Customer VIL Key Request Format

MEMORANDUM  FOR RECORD

FROM:  (Name and Mailing Address of Organization Requesting VIL keys)

SUBJECT:  Vehicle Identification Link (VIL) Key Request

TO:  (Name of Organization and Office Symbol for Office Responsible for Encoding VIL Keys)

Request Vehicle Identification Link (VIL) keys for the vehicles listed at Attachment 1 to this memorandum.  The VIL keys must be encoded with the following financial billing data: 

Customer DoDAAC:

Fund Code:

Signal Code: (normally “A” unless the paying office DoDAAC is different from the customers “T” DoDAAC.

Supplemental DoDAAC: (If Applicable.  Required for Signal Code B customers)

Use Code:  (Applicable to US DoD customers only)

Expiration Date of VIL Key: (Required for temporary foreign government use and commercial lease vehicles for fleet augmentation or special event support)

Signature to this VIL key Request with appropriate billing data acknowledges full organizational responsibility to pay all associated fuel purchases recorded by Electronic Point of Sale (E-POS) VIL key readers at unattended Automated Fuel Service Stations (AFSS) facilities that do not provide fuel purchase paper receipts. 

(Signature)

Typed Name of Customer 

Organization and Office

1 Attachment, Vehicle List 

Use the following format for Vehicle Listing

Vehicle Type

Model/Year 

Vehicle ID Number

Grade of Fuel








(License plate/Tag Number

 If rental or GSA vehicle) 


