NSWC CSS Panama City Utility System Privatization SP0600-02-R-0102

ATTACHMENT J49

CSS Panama City Installation Security Specifications

J49.1 Security Requirements

J49.1.1 Compliance With Activity Security Requirements

The contractor shall comply with al activity security requirements. The contractor shall submit the name and address of each
employee hired for work under this contract as an employee of the contractor, and shall cause to be filled out, questionnaires and other
forms as may be necessary for the completion of background investigations, referred to as Trustworthiness National Agency Checks
(NAC) under the Department of the Navy's Facility Access Determination program. The contractor shall verify and ensure that all
employees hired for work under this contract are U.S. citizens. Additionally, the contractor will verify and ensure that no employee
hired for work under this contract, full or part time, including employees of its subcontractors, has been convicted of afelony within
the judicial system. If upon completion and review of the trustworthiness NAC, the Government makes an unfavorable suitability
determination with respect to any individual, the contractor will be so notified of the nonacceptance of the individual for work under
the contract. Suitability determination decisions of the government are final and not subject to appeal. In the event questionable
behavior or criminal acts are exhibited by contractor employees, the government reserves the right to deny access to this facility. This
decision isfina and not subject to appedl.

J49.1.2 Security Office

All contractor employees shall obtain government-issued contractor badges and vehicle passes from the Security Office. The
contractor will provide the Security Office with all required paperwork necessary for issuing its employees, including any
subcontractors, the required badges and vehicle passes. All contract employees, while working onboard the Coastal Systems Station,
will have the government-issued badge displayed. The prime contractor is responsible for badge accountability, including those
issued to subcontractors. Upon expiration of the contract, all employees badges and vehicle passes shall be returned to the Station
Security Office within 10 working days. Badges and vehicle passes issued to contract employees shall not negate the requirement for
employee identification required in the "IDENTIFICATION OF CONTRACTOR EMPLOYEES'.
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J49.1.3 Employees

All contractor/subcontractor employees working under this contract shall be identified by a distinctive name plate, emblem, or patch
attached in a prominent place on an outer garment. Employee identification shall not be substituted for station required passes or
badges.

J49.1.3.1
The contractor shall provide to the Security Office the name or names of the responsible supervisory person or persons authorized to
act for the contractor.

J49.1.3.1
Contractor employees shall conduct themselves in a proper, efficient, courteous and businesslike manner.

J49.1.3.1
The Contractor shall remove from the site any individual whose continued employment is deemed by the Security Office to be
contrary to the public interest or inconsistent with the best interest of National Security.

J49.1.3.1

No employee or representative of the Contractor will be admitted to the site of work unless he/she fur nishes satisfactory proof that
he/she is a Citizen of the United States, or, if an alien, his residence within the United States is legal.

J49.1.4 Vehicle Identification

Each Contractor provided vehicle shall show the Contractor’s name on the vehicle front door so that it is clearly visible and shall at all
times, display avalid state license plate and safety inspection sticker, if applicable. Contractor vehicles operated on Government
property shall be maintained in good repair.



