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DEFENSE ENERGY SUPPORT CENTER (DESC) INTERIM PROCEDURES 
FOR 
RETENTION AND BACKUP OF BASE LEVEL FUELS DATA 
1.0 General 
1.1 The following interim procedure was coordinated with and approved by the Military Service Control Points (SCP) and is issued pending inclusion to DoD 4140.25M.  This interim procedure is applicable to all DESC capitalized Stock Points and Defense Fuel Supply Points (DFSPs) that process fuel transaction with the Fuels Automated System (FAS). 

1.2   Purpose is to provide: (1) data backup procedures to prevent data loss in the event FAS databases are lost or corrupted; (2) general procedures to optimize the Fuels Control Center (FCC) computer operating memory by archival and restoration of data files; (3) conform electronic data storage and retention procedures to Federal and DoD policy guidelines (DoD 5015.2-STD, Department of Defense Records Management Program; DLAI 5015.1, DLA Records Management Procedures and Records Schedule) and National Archive Standards (Transmittal No. 8, General Records Schedule 6).  These procedures are further provided to ensure DESC accessibility and use of historic and current FAS data to support DESC plans, audits, and reports requirements.  FAS data backup requirements addressed in this document include the FCCData Folder, ADC-FDS for Automated Data Capture (ADC) transaction files, FM Project directory for FuelsManager( data, LM Project directory for LeakManager( data, and the Syn-Tech folder for FuelMaster( data.   

2.0 FCC Data Backup at DoD Installations/Bases 
2.1 All FAS databases shall be backed up on a daily, weekly, monthly and annual schedule to ensure maximum safeguard against data loss.  Specific procedures for FAS Data backup are provided in Appendices 1 through 3.  The prescribed backup medium is Compact Disk (CD), however, activities may use tape backup media pending upgrade to an approved CD burner.  Additional support and FCC data backup guidance may be obtained from the FAS Help Desk at 1-800-446-4950 or via email at helpdesk@desc.dla.mil.  

CAUTION: Each time a backup is completed the backup CD or tape shall be checked to verify it was not corrupted and that the data backup was successful.  Perform verification by copying the CD (or tape files) to a folder named “Restore” on the FCC computer hard drive.  Care must be taken to ensure the backup CD/tape is not restored to the FCC Data Folder, which would overwrite the current FCC Data files and thereby result in current data loss.  (Appendices 1 – 3 provide instructions for backup CD/ tape restoration to the FAS computer.  Appendix 1 also provides procedures for “Restore” folder creation).  

2.1.1   Daily Backup (FCC Data)
2.1.1.1   All FCC data (FCCData, ADC, FuelMaster(, FuelsManager( and LeakManager( databases) shall be backed up daily (Monday through Friday, excluding weekends/holidays) to a CD or tape backup labeled as “Daily Backup.”   The FCC Backup utility shall be used to create all daily FCC Data backups.  The FCC Backup utility compresses/zips FCC Data previously processed to the FCC and places the zipped file in a folder named “FCC Backup” located within the FCC Data Folder. Upon backup completion, the zipped daily file shall be copied to a CD or tape backup using the instructions provided in Appendices 2 and 3.       

2.1.2. Weekly Backups (All FAS Data)

2.1.2.1 
A weekly backup shall be created to include all FAS Data (FCCData, ADC, FuelMaster(, FuelsManager( and LeakManager( databases).  It is recommended that a separate backup CD or tape be created for the weekly FCC Data to easily accommodate the larger weekly backup database file size.  The backup CD/tape shall be appropriately labeled to reflect the content and date of the weekly backup.  

2.1.2.2 
FCCData:  The FCC Backup utility shall be used to create all weekly FCCData backups. Upon backup completion, the zipped weekly file shall be copied to a CD/tape backup using the instructions provided in Appendices 2 and 3. 

2.1.2.3 FuelMaster(, ADC, LeakManager(, and FuelsManager( Databases:  Each of these databases shall be backed up using the appropriate instructions based upon the type of backup medium used; see Appendix 1 for CD backup and Appendix 2 for tape backup.  These databases may be backed up on the same CD/tape or on separate backup media if necessary due to large file size.   

2.1.3   Monthly Backup (All FAS Data)
2.1.3.1 A monthly backup shall be created to include all FAS Data (FCCData, ADC, FuelMaster(, FuelsManager( and LeakManager( databases).  Monthly backups are performed at the conclusion of each month after account ledger reconciliation.  It is recommended that a separate backup CD/tape be created for the monthly FCC Data to easily accommodate the larger monthly database file size.  The backup CD or tape shall be appropriately labeled to reflect the content and (1) fiscal year (FY), (2) month(s) of data included, and (3) date each monthly backup was accomplished.

2.1.3.2  FCCData:  The FCC Backup utility shall be used to create all monthly FCCData backups. Upon backup completion, the zipped monthly file shall be copied to a CD/tape backup using the instructions provided in Appendices 2 and 3.
2.1.3.2  FuelMaster(, ADC, LeakManager(, and FuelsManager( Databases:  Each of these databases shall be backed up using the appropriate instructions based upon the backup type of medium used; see Appendix 1 for CD backup and Appendix 2 for tape backup.  These databases may be backed up on the same CD/tape or on separate CD/tape backup if necessary due to large file size.
2.1.4  Fiscal Year Backup (All FAS Data) 
2.1.4.1   An annual Fiscal Year backup shall be created to include all FAS Data (FCCData, ADC, FuelMaster(, FuelsManager( and LeakManager( databases). A complete set of the twelve monthly backups can serve as the Fiscal Year backup CD/tape, or a separate Fiscal Year backup CD/tape may be created using procedures contained in Appendixes 1-3.  The Fiscal Year backup CD/tape shall be created upon completion of the September end-of-month account reconciliation.  The Fiscal Year backup CD/tape shall be labeled to reflect the Fiscal Year; inclusive months on each backup CD/tape; and completion date of the Fiscal Year backup.   

3.0 Storage and Retention of FCC Data Backup CD/Tape Media 
Caution:  Backup CD/tape media shall be checked for file corruption or damage prior to placement in storage.  Care must be taken to ensure the backup CD/tape is not restored to the FCC Data Folder, which would overwrite the current FCC Data files and thereby result in current data loss.  
3.1 The Responsible Officer shall develop Management Control Program procedures to ensure adequate resource protection for FCC Data backup CDs/tapes.  

3.2 Daily and Weekly Backup CD/Tape Media:  Copies of the current daily and weekly FCC backup CD/tape shall be stored in a suitable container at a location geographically separated from the FCC computer terminal.  

3.3 Current Monthly and Fiscal Year Backup CD/Tape Media:  Copies of the current monthly and Fiscal Year FCC backup CD/tape shall be stored in a suitable container at a geographically separate location from the fuels management facility where the FCC computer terminal is housed.  

3.4  Prior Fiscal Year FCC Data Backup CD/Tape Media:  All prior Fiscal Year FCC Data backup CD/tape media shall be stored in a suitable container/vault at a geographically separate location from the fuels management facility where the FCC computer terminal is housed.  Auditable Fiscal Year backup CD/tape media shall be retained for 6 years and 3 months.  The Responsible Officer shall perform annual inventory of the auditable Fiscal Year backup CD/tape media to verify satisfactory management controls remain in force to prevent media loss and damage.  

Note: Retention rules for paper fuel transaction source documents is currently in development and will be addressed in future DESC Policy and Procedural Guidance.  Until publication, activities shall continue to maintain paper documentation in compliance with current Military Service published guidance. 

3.5    Forward Operating and Contingency Locations:  Data and weekly backups for DESC capitalized fuel transactions processed at forward operating and contingency locations shall be maintained on-site.  Monthly CD/tape backup media shall be mailed to DESC-RR for storage and retention.  Mail monthly CD/tape backups to the following address.
 

Mailing Address                                    Federal Express Address
DESC-RRF                                           DESC-RRF
2261 Hughes Ave, Suite 128                1014 Billy Mitchell Boulevard
Lackland AFB, TX   78236                   San Antonio, TX  78226  
  

Note:   Refer to DESC-CM-G-20, DESC Stock Point Closure Procedure for FAS computer and transaction data disposition instructions when capitalized stock points are terminated.

4.0 Actions in the Event of Lost Data Incidents: 
4.1   Timely remedial and corrective actions shall be taken to minimize data loss in the event of system failure or backup CD/tape media corruption.  

4.2   The Responsible Officer shall conduct an investigation and provide an initial report to DESC Help Desk not later than three working days after the data loss incident.  The DESC Help Desk will immediately notify the DESC Response Team upon receiving the report. 

4.3   The Responsible Officer shall describe and record all pertinent facts related to the data loss incident and what actions were taken to achieve data recovery.  

4.4   The Responsible Officer shall reconstruct lost fuel transactions by analyzing transaction events during the period of time the data was lost. The data reconstruction shall include collection and examination of paper fuel transaction documents. Customers shall also be contacted to determine fuel sale/credit quantities recorded during automated data capture (ADC) transactions.  

4.5   DESC-DCB shall convene a Response Team meeting with DESC-DC, DESC-R, DESC-FI, DESC-FE and appropriate service representative(s) to examine and discuss facts related to the data loss incident. 

4.6 The DESC Response Team shall make final determination of the cause of the data loss incident and shall provide recommendations for both site-specific corrective action and for systemic solution to prevent recurrence of similar data loss incidents.  

5.0 FCC Data Archival and Restoration of Archived Data Files: 
5.1 FCC transaction data maintained on the FCC computer hard drive should be periodically compressed/zipped periodically to free operating memory capacity on the FCC computer.  Data compression shall be performed with the FAS Data Archive Utility function. (see Appendix 4 screen examples).   

5.1.1  Quarterly scheduled Data Archival tasks shall be performed upon completion of the end-of-month closeout and account reconciliation at the last month of each Fiscal Year Quarter.  Activities are permitted to deviate from the recommended quarterly schedule dependent on the volume of transactions processed.  Activities with large transaction volume are encouraged to perform monthly FCC transaction data archiving.  

5.1.2  Transaction data older than three months is archived for quarterly scheduled archive, and transaction data older than one month is archived for monthly scheduled archive.  The previous month data that is less than 31 days old, for either monthly or quarterly scheduled archiving, shall not be archived to avoid potential errors to the current month book inventory computations.  See Appendix 4 for example of a quarterly archival cycle performed upon completion of the December 2003 end of month closeout and account reconciliation. 

5.2   Restoration of Archived Data Files.  It may occasionally be necessary to restore archived FCC data files in order to process new transactions or to correct previously processed and archived transactions. The restoration procedure shall be performed using the “RESTORE” function under the Programs/FAS/Data Archive Utility option.  Pertinent FCC data shall again be archived upon completion of new/corrected transaction processing to FES and related account reconciliation.              

6.0 FCC Data File Deletion:  The DESC Help Desk shall in all instances be contacted for assistance prior to attempt to delete file data to correct insufficient FAS computer memory or diminished performance.    

Approved: 

  ///////Signed///////
MICHAEL D. BRODERICK  

Director, Change Management  

Defense Energy Support Center 

5 Appendices:  

Appendix 1 - FCC Data Backup Utility 

Appendix 2 - CDR Backup Procedure 

Appendix 3 - Win2000 Tape Backup/Restore Procedure 

Appendix 4 - FAS Data Archive Utility  

Appendix 5 - Backup Medium Inventory and Disposition Record   

Appendix 1 
  FCC Data Backup Utility Procedures 
Part A - Data Backup:  
Note: These process currently only backs up the FCC Data files and will only be used for creation of the Daily Backups. 
1. Access the FAS Data Archive Utility on the FCC computer as follows:   

a. Click the Start Button on you computer and select Programs 

b. Select FAS  

c. Select the “FCC Backup” Utility option. 
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2. FCC Data backup is executed by clicking on the “FCC Backup” icon. 

3. The progress bar shown in next screen shot will appear until the backup is completed, then disappear. 
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Note:  This process will backup all the FCC Data to a zipped file and place the file in the C:\FCCData\FCC Backup folder. 
4. To view the FCC Data Backup file, go to the C:\Programs\FCCData folder. 

[image: image3.jpg]Fle Bt vew

Tools Help

et - = - (2| Qseah Chroners (|05 E X 9

podes [

Name © size [ Type [Modfied I
(1 tochzsedr2fecto. Fie Folder /12003 2:00 PM
archive Fie Folder 4212002 8:51 AM
Seats Fie Folder 1219/2000 3:12PM
Ceache Fie Folder 41212002 3:10 AM
CIvocuments andss e Folder 2/18/2004 8:36 A
Downloads e Folder S{10j2002 1:26 PM
Cdtivers Fie Folder 12/5/2000 1:05 PH1
Carccoata Fie Folder 3912004 2:37 PM
Carcctocal Fie Folder 2/312004 9150 M
CarormrLow Fie Folder 31312004 4100 PM
Caneracom - Fie Folder 11/20/2000 4:17 P11
Cnens Fie Folder 4212002 8:51 AM
Sorade e Folder 12/6/2000 9:31 AM
Caprogram Fies File Folder 3/9/2004 2:43 P
Careal Fie Folder 11/20/2000 4:19 M
e e Sl



  

5. Click to open the FCCData folder. 
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6. The next screen shot shows zipped files in the FCC Backup folder. 
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7.  Copy the zipped files to a CD or tape backup medium per instructions contained in appendixes 2 or 3.Part B, Verification of Successful Daily Data Backup: 

1. Verification that the daily FCCData backup was successful and that the backup medium has not been corrupted can be accomplished as follows.    

a. Insert the CD backup to the FAS Computer and open the appropriate drive.   Refer to Appendix 3 for how to restore a tape backup. 

[image: image6.jpg]Fle Edt View Favotes Tooks Hep

e - = - (3] Qsewch o (B[R E X ) |Er

s [ o computer

F = £ & =2 2 =2

3% Floppy  LocalDisk(C:) CompactDisc CompactDisc  descon  appson npo on
) ©) (€) ‘usesadda... ‘belzscds.. hsrvol.

| 3 = 3

descson  dsdegon  descon  HcoDSEon  Control Panel
hosOL..  hasvOL.  hgsrvOl... 'BelzscD




  

c. Double click on the zipped file you want to restore to the FCCData folder. 
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 f.  Change the default setting “C:\FCCData” under the “Extract to:” entry field to C:\Restore, select “All Files”, and “Use Folder Names.”  Then click on the “Extract” button to restore the FCC Data files back to the C:\Restore folder. 
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g.  The below screen will appear until the data has been extracted. 
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 h.   Click on the “Restore” folder. 

[image: image11.jpg]Fle Edt View

Tods Help

ook - = - G| Rseerch Fhrotders

PEE X0 |E

rades [

Name © Size [ Type [ Modfied I
| 10cb2sedfzéebo. File Folder 8/1,2003 2:00 PM
archive Fie Folder 422002 0:51 A
(= Fie Folder 1201312000 3:12 Pt
(Ccache Fie Folder 4122002 9:10 A
Documents and s Fie Folder 211812004 8:36 AM
(C10ownloads Fie Folder 51012002 1:26 PH
(Carivers Fie Folder 12/5/2000 1:05 PM
(Carceoata Fie Folder 34912004 3:40 P11
(CaFccLocaL File Folder 2/3,2004 9:50 AM
FORMFLOW Fie Folder 3312004 400 PM
[Canerzcom st Fie Folder 11720/2000 4:17 Pt
s o Folder Ap2izon2 g5t A
(Clorade Fie Folder 12/6/2000 9:31 At
|ClProgram Files File Folder 3/9,2004 2:43 P
CReal Fie Folder 11/20/2000 4:13 PHt
(CIRestors Fil Folder 3/9,2004 3:41 PM
[Stemp File Folder 3/9/2004 3:48 P



 

i.  Click on the FCCDATA folder. 
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j.  Note the file size (MB) and number of restored objects at the bottom of the screen.  The file size of the restored file should equal the file size of the FCC Data folder if the restoration was successful.  
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Appendix 2
  Data Backup on CDR          

(As of: 9 Mar 04) 

The instructions provided below will help you in configuring data backup utilizing the software provided with the CD Recorder.   

WARNING: The backup routine will only backup files that are not in use.  If the FCC program is running when the backup is performed, you will not have a complete backup. 

 1. From the Start menu open Programs then program provided by the CD Recorder, or open the program from the desktop icon. [image: image14.jpg]Select a Project
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2.   Select make a data CD then data CD project.   

3.   In the select source files, locate the drive that contains the FCC Backup folder. 

4. Select the FCC Backup folder and click on the Add icon. 
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5.  Complete the below process for the Syn Tech database.  

6.   Select the Syn Tech folder (C:\Program Files\SynTech) and click on the Add icon. 
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7. Repeat this process for the ADC, Fuel Manager and Leak Manager databases if applicable to your location. 

• ADC-FDS folder 
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• Fuel Manager Database folder   
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• Leak Manager Database folder 
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8. Once you have added all the Database files, select the Record icon. 
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9. Ensure the drive that is to be used for the recording is displayed in the Select CD-R Drive window.  Edit the selection if necessary. 

10. Select Start Recording.
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11. To restore FCCdata from a recorded CD, insert the CD and open the FCCdata folder within Windows explorer screen. [image: image22.jpg]| address

-CCDATA

Folders x

& vostior

23ty Docments
= wy Conputer

&9 3% Floppy ()
B3 Local Disk (C:)
3 aaa
{2 Documents and Settings|
{3 FecoaTa
{3 FecLocaL
{2 Fiprojectdz
IS —
{3 Program Fies
3 viewRTU
3 wInnT
-8 Conpact Disc (D7)
5 o702 143 (€
A FCcoATA
L synTech
(&8l Control Pansl
Wy etwerk laces
2] Recycl Bin
& Inceret Evplrer
8] akis vsion

=3 = |
I He
FCCDATA

364 Lems seected.

364 cbject(s) selected




  

12. From the Edit menu chose Select All option so all files are highlighted. 

13. Copy the files from the CD to the empty FCCData folder. 

14. Data restored from a CD will be set as read only, in order to use the database, you will need to change the attributes for all files. 

15. From the Edit menu chose the Select all option so all files are highlighted. 
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16.  Right click on one of the selected files and chose properties from the menu 
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1         17. Remove the check mark from the Read Only box 
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18. Select Apply changes to the selected items, subfolders and files option within the Confirm Attributes Changes dialog box and select OK 

Appendix 3 
Windows 2000 Tape Backup 
(As of: 9 Mar 04) 

The instructions provided below will help you in configuring Windows 2000 backup. 

WARNING: The Windows 2000 backup program will only backup files that are not in use.  If the FCC program is running when the backup is performed, you will not have a complete backup. 

1. From the Start menu open Programs then Accessories. Choose System Tools then Backup. 
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2. You can choose to use the backup wizard or backup tab to perform the backup.  
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3. From the backup wizard choose next. You can then select the type of Backup to perform.  The following is an explanation of the backup options: 

• Back up everything on my computer – This will back up all files and folders on your PC 

• Backup selected files, drives or network directories – This will back up only those files, drives or networked directories that you choose. 

• Only Backup the System State Data - This will back up only the system state data that is relevant to the computer that is performing the backup. 
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4. To backup only the FCCDATA directory, choose Backup Selected files, drives, or networked data. 

5. Then drill down to the drive (i.e. C:\) where FCCDATA is located. Check the box for FCC Data, and then click the next button. 
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6. Select the FCC Backup folder and click the next button. 
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7. Choose the correct Media type and the media file name then click the next button. 
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8. At this point choose to click the finish button or you can choose the Advanced button. 
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9. By choosing the advanced option you can set specific parameters for the backup. 
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You can choose several different backup operations. Some of the backup types use markers, these are also known as archive attributes. These markers will mark a file indicating that the file has changed since the last backup. Once a file is backed up the marker is cleared.  The following is a list of these options: 

• Normal - This option will back up all selected files and folders. It will also clear markers, but will not look for markers. 

• Copy - This option will backup all selected files and folders. It will not clear nor look for markers 

• Differential – This option will backup only selected files and folders that have a marker. This option will not clear markers. 

• Incremental – This option will backup only selected files and folders that have a marker. It will clear markers after backup. 

• Daily - All selected files and folders that have changed during the day. It will not clear nor look for markers. 

Note: Depending on your backup strategy, you can combine different backup types. If you combine types, the markers become critical. Incremental and Differential backup types depend solely on markers. 
10. The next option in the advanced option is to verify backup and compression. 
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       Note 1: Data verification is highly recommended. This will ensure data integrity. 

Note 2: Hardware compression will increase the available space on the storage media, but is only restored with drives that support compression. Ensure before choosing this option that your drives support compression. If you are unsure, the safest method is to leave this option blank. 
11. The next step in advanced options is to select media options. You should always choose to replace the data if you are using specific tapes for specific days. 
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12.  You can choose to insert a backup or media label at this point. The default is the creation date. It doesn’t hurt to leave the labels to the default. 
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13.  The next step is to choose when to start the backup. We will discuss the Automated Backup later in the instructions. You would choose Now to perform a backup. 
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14. Choose finish to start the backup. 
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Windows 2000 Automated Backup 
Note:  Use of the Windows 2000 Automated Backup function requires a higher level of expertise to ensure proper data backup.  Contact the DESC help desk prior to using the automated backup procedure. 
WARNING: The Windows 2000 backup program will only backup files that are not in use.  If the FCC program is running when the backup is performed, you will not have a complete backup.  Also proper mapping to shared drives or the LAN is also critical to ensure all data is backed up. 
It is recommended that you backup the FCC Data directory every day using a separate tape for each day.  The entire system should be backed up monthly or when changes are made to the software or hardware. 

1. From the Start menu choose Programs then Accessories. Select System Tools then Backup. 

2. From the Backup screen choose the Backup Wizard. You will go through the options described in Windows 2000 Backup. When you get to the When to Backup window, choose Later and then Set Schedule. 
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 3. From the set schedule window choose the time to schedule the task (e.g, daily, weekly).  Then set the time to start the backup.  

WARNING: The Windows 2000 backup program will only backup files that are not in use.  If the FCC program is running when the backup is performed, you will not have a complete backup. 
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4. Click OK.  You are returned to the schedule backup screen. You can then input the name of the backup. 
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5. Click the Next button and then Finish. 
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Windows 2000 Restore Procedures 
Note:  Use of the Windows 2000 Automated Backup function requires a higher level of expertise to ensure proper data backup.  Contact the DESC help desk prior to using the automated backup procedure. 

These instructions describe how to properly restore data to your system in the event of a catastrophic failure. Windows 2000 Backup comes with a restore wizard or you can choose to restore without using the wizard. The instructions described will be using the Restore Wizard. 

1. From the Start menu choose Programs then Accessories. Select Backup. 

2. Choose Restore Wizard from the welcome menu. Click Next. 
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3.  Next you choose the file or files to restore then click next. [image: image45.jpg][Restore wizard
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4. From this point you can click Finish  to restore the files or you can click the advanced button for more options. 
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5. You can choose where to restore the files. 
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6. You can choose how to restore the file or files. 
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7. You can choose from the advanced options. By choosing to restore the security, it will restore the security on the file or files that was placed originally on them. 
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8. Now you can click Finish to restore the data. 
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Appendix 4 
 FAS Data Archive Utility   

 Data Archival: 
1. Access the FAS Data Archive Utility on the FCC computer as follows:   

a. Click the Start Button on you computer and select Programs 

b. Select FAS  

c. Select the “Data Archive Utility option. 
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Screen Example (shows how to access the FCC Data Archival Utility)  

2. From the Archive Data Utility option, select Archive.    

a. Select the date range for the files you want to archive.  (I.e. From Date: 10/01/2003, To Date: 12/31/2003). 

b. Select the C:\FCCData option at the Archive Directory field. 

c. Select the category for the file type to be archived. 

d. Click the “Process” button to complete the data archive. 

e. Repeat this process for each File Category to be archived. Normally only the Accounting, ALL Control Log, and All Gas Log options need to be archived. 
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FAS Data Archive Utility Screen Example 
 RESTORATION OF ARCHIVED FCC Data  
1. Access the FAS Data Archive Utility as shown above. 

2. Select the “Restore” option. 

a. Click on       ACCOUNT to open the folder 
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b. Select the file(s) to be restored. 
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Screen Example for Restoration of Archived FCC Data 
c. Click the “Process” button to complete the restoration.  

APPENDIX 5 
Fiscal Year FAS Backup Medium Inspection and Disposition Record 
Backup Medium Storage Location: ______________________________________ 
Index and Disposition Record 
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